HOW TO STAY
CYBER SAFE.

Protect Your Data,
Protect Your Business,
Protect Your Bottom Line.

Incident Preparation, Response,
& Recovery Services

Learn more:
info@dgtechllc.com | 813.258.0488

INCIDENT PLANNING,
PREVENTION, DETECTION,
RESPONSE, RECOVERY

Three of the scariest words you‘ll ever hear:

“We‘ve been
breached!“

With cyber attacks accelerating at an alarming rate,
it’s smart to have industry experts with proven
security programs helping defend your data.
DG Technology’s Security and Cyber Leadership Team brings a
wealth of knowledge and expertise. With over two hundred years of
law enforcement, FBI, CIA, Fortune 50/500 and large mid-market
experience, we have the consulting and critical infrastructure cyber
security creds to provide a comprehensive, holistic, scalable,
yet practical approach to your cyber security challenges.

New Subsciption
Based Program:

Security
Domains:

3 Development of a security program

3 Application Security

While no organization and no cyber

3 Discount on Incident
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3 Asset Management

immune from compromise, it is DG

3 Service Level Agreement
on response times

Our Cyber
“Continuum
of Care”
security program can be completely
Technology’s goal to provide the
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3 Configuration &
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most critical assets are adequately

3 Risk assessments to specific
cybersecurity frameworks
of client’s choosing

3 HR Security and Training

dedicated to helping your organization

3 Online portal to track
improvements to security program
3 Employee Training

3 Incident Response

3 Table-top exercises

3 Logging and Monitoring

3 Run books (process guides
for incident response)

3 Physical Security

highest level of assurance that your
protected from theft or attack. We are
achieve SecurityCertaintySM through

a new, comprehensive subscriptionbased program that is both effective
and affordable.

3 Data Security
3 Endpoint Security
3 Identify and Access Management

3 Risk Management
3 Security Governance
3 Vendor Management
3 Vulnerability Management
3 Wireless and Remote
Administration Security

Incident Response Service
DG Technology’s Incident Response Service provides industry
expert support to help you quickly respond to an active incident.
Our experts, available 24/7/365, are a phone call away when an
incident happens. DG Technology will help identify the initial
steps to contain and control an incident, with initial contact by
an incident commander within 4 hours and can be deployed to
be on-site within 24 hours (dependent upon travel). Together,
our experts will guide you through how to execute your incident
response plan and develop a resource and recovery plan.

The high-level activities DG Technology will perform
during an investigation consist of the following:
Assess: Each investigation begins by

Provide Direction: During each

situation. How was the issue initially detect-

closely with client management to provide

gaining an understanding of the current

ed? What data has been collected so far?
What steps have been taken? What does
the environment look like?

Client Objectives: The next step is to define

investigation, DG Technology will work

detailed, structured and frequent status
reports that communicate findings and
equip its clients to make the correct
business decisions.

objectives that are practical and achievable.

Remediation Plan: Remediation plans

from the event, determine the attack vector,

compromise, the size of the organization

The goal may be to identify data loss, recover
identify the attacker, or some combination.
Investigate: DG Technology incident re-

sponse technical consultants collect information with forensically sound procedures and

vary depending on the extent of the

and the tactics/objectives of the attacker.

As part of an investigation, DG Technology
will deliver a comprehensive remediation

plan and assists with the implementation.

document evidence handling procedures

Reporting: DG Technology provides a

standards.

of every engagement that addresses the

that are consistent with law enforcement

Analyze: Based on the evidence that is

available and the client’s objectives, DG

Technology will draw on skills that range from
forensic imaging to malware and log analysis
to determine the attack vector, establish a
timeline of activity and identify the extent
of the compromise.

detailed investigative report at the end
needs of multiple audiences including

senior management, technical staff, third
party regulators, insurers and litigators.

DID YOU KNOW?

77%

77% of companies
don’t have a cybersecurity
incident response plan.
IBM Resilient/Ponemon Institute 2018 Survey

$1.23M 50%
Those organizations who
conducted extensive testing of
an IR plan had a total cost of a
breach that was $1.23 million
less than those that neither
had an incident response
team or tested their incident
response plan.

Exactly 50% of today’s attacks
leverage “island hopping”
meaning attackers are not
after only your network but
your supply chain as well
Carbon Black 2019 Incident Response Threat Report

IBM Cost of a Data Breach 2019

DG Technology’s suite of IR services includes:

Incident Response
Recovery
Service:

Incident Response
Compliance
Service:

Incident Response
Service Level
Agreement (SLA):

DG Technology’s Incident Response

DG Technology’s Incident Response

• An Incident Manager will respond

resources you need to help return to

advisory and coordination support

Recovery Service will provide the

full operations from an incident. Our

cybersecurity experts will assist with
identifying the root cause, patient

zero, and/or entry point of the attack.
If deemed necessary, our experts
will assist with network shutdown

to protect other assets within your

organization. From there we assist
with mitigation and recovery of

Compliance Service provides

with key cybersecurity breach
assessment, notification, and

reporting requirements for each

jurisdiction in which your organization
operates. This specialized service
helps you successfully navigate

complex federal and state regulatory
requirements.

your systems, as well as provide

DG Technology’s provides subject

remediation efforts that should be

valuable input on how your

lessons learned and advise on any
implemented.

Recovery may include rebuilding
workstations, servers, deploying

systems, or recovering data from
backup systems.

matter experts that will provide

to client request for emergency
assistance within four (4) hours.
• If client requests on-site assistance
in the continental U.S., DG

Technology will make a concerted
effort to arrive on-site within

twenty-four (24) hours. Response
time outside the continental U.S.

is subject to travel carrier and visa
availability. DG Technology will

make commercially reasonable

efforts to respond to client travel
requests.

organization interacts with law

• $15,000.00 incident declaration fee

authorities.

• In the event of an incident, client

enforcement and other government

will be waived

will receive 15% discount off of the
most current published incident
response rates and the hours

consumed will be billed as actual in
a separate invoice.

Sensitive data is protected in a Level 4 High
Security Room in our facility in Cleveland.
Privileged controlled access requires triple-factor
authentication: badge, pin, and iris scan. Level 4
protects data in process of litigation holds, device
transitions, and data transfers.

Program Development:
The development phase of an information security

program involves a thorough understanding and realistic

assessment of the threat environment and associated risks
to the client business.

DG Technology’s Information Security Program

Development provides an assessment and strategy

for improving any of the client chosen critical security

programs. Many organizations may be looking to improve
the Incident Response Program, or build out a Vendor
Risk Management Program. DG Technology, with its

vast industry experience and depth of subject-matter

experts, can tailor industry specific programs for clients
to help improve the overall security program, by refining
and developing components of the existing IT Security
Program.

DG Technology focuses on security that is important to
the client organization and a way to implement sound

security practices that are both practical and achievable.
The business benefits from a Program Development
engagement are considerable. Many organizations

may not have the time to invest in program strategy and
development. Not only do these programs help ensure
that a business’ security risks are managed, but that

there is continual growth and maturation in the IT Security
Program, via the strategy and roadmap provided.
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3 Organization of IT Security
3 Asset Management (Hardware, Software)
3 Human Resource Security
3 Physical and Environmental Security
3 IT Security Operations
3 Access Control Management
3 IT System Acquisition
3 Incident Management and Response
3 Business Continuity
3 Compliance
3 Vendor Risk Management
3 Audit and Accountability
3 Configuration Management
3 Security Awareness
3 Defensive Capabilities
3 Vulnerability Management

Achieve SecurityCertainty

SM

At DG Technology, we believe that organizations should be immune from
cyber risk and our environment immune from the ravages of e-waste.
As a global data protection company, we implement a unique,
industry leading end-to-end lifecycle management protocol –
our Chain-of-Custody Security Solution. Through this comprehensive
and holistic process, we help organizations mitigate business, data,
and environmental risk - ultimately guiding them to SecurityCertainty.
SM
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