
Want to get assistance?

Improve ROI 

McAfee has 
designed a secure 
bundle for schools 
to be cost effective 
and easy to 
manage. 

Protect systems 
from threats

Reduce cost of 
operations and 
complexity associated 
with keeping students 
safe online. 

Restore affected files and 
negate the need for 
system reimaging

Utilize enhanced 
remediation capabilities to 
roll back destructive effect 
of ransomware attacks.

Education requires 
a different approach 
to security

Chromebook uses increase 
and need protection.

With remote and hybrid learning now a new normal, the traditional 
school network has expanded into homes, spilled out onto kitchen tables, 
and overtaken basements and TV rooms. 

Whether students and teachers have a laptop, tablet, Chromebook, iOS 
device, or desktop computer, all devices are at risk. 

And hackers have definitely taken notice.

Threats are increasing for students, 
parents, and teachers.

Risks and threats include:

And Chromebooks are definitely more in use:

Chromebooks to 
occupy 25% of total 
quarterly notebook 
shipment.6

Security threats that students and schools 
must address on their Chromebooks:

Device exploits 
Once a device is 
exploited, an 
attacker can do 
everything the user 
can do remotely: 
turn on the camera 
or microphone, take 
any files, send 
emails, or post as 
the user on social 
media accounts.

Take McAfee’s Cybersecurity Assessment for Education and University systems to 
see how you score amongst your peers. Click here. 

Access the first and only security solution that utilizes real-time for device 
detection and prevents attacks on Chromebooks. Click here to learn more.

Ready to get schooled?

Increase in virtual 
classrooms

Parents and nearly 
3.2 million teachers 
are setting up 
computer-generated 
schools.1

Phishing attacks

that result in 
stealing the 
identity of the 
student/user

Network attacks

where student 
personal 
information is 
accessed

Intensifying cloud 
threats

Education community 
has experienced 1,114% 
increase in cloud 
threats Between 
January and April 2020 
due to COVID-19.2

Bogus websites 
multiplying

Phony websites 
increased from 1,600 
to 39,000+ in just a 
few weeks due to 
COVID-19 issues.3

Malicious malware

in apps taking control of 
microphones and 
cameras remotely turned 
on and other 
privacy-invasive actions

Projected number of 
total Chromebook 
shipments for 2020 
surge.4

Estimated increase 
of Chromebooks 
shipped in 2020.5

24.3 M
units
24.3 M
units

42%
increase Y-o-Y
42%
increase Y-o-Y

1st
 time ever
1st
 time ever
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Inappropriate sites
It’s important to 

prevent students 
from accessing 

inappropriate sites. 
Content filtering 

prevents students 
from going to 

inappropriate sites.

Malware
Chromebooks are 
susceptable to most 
Andriod malware. 
Students and schools 
are exposed to 
adware, privacy 
invitations, credential 
theft, ransomware, 
and even device 
compromises.

Phishing
Students and school 
employees who fall 

for a phishing 
attack have 

credentials stolen. 
Allowing access for 

social media, 
banking, or even 

school accounts are  
now fair game.

Network attacks
Bad connections, like 
at a neighborhood 
coffee shop, can easily 
lead to a hacker 
gaining access to 
personal information, 
photos, grades, and 
other private info. 

https://www.mcafee.com/enterprise/en-us/solutions/education.html
https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-operational-security-assessment.pdf



