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MAINFRAME SECURITY & COMPLIANCE

No SIEM platform on the market today 

was designed specifically for the z/OS 

operation system. For many organizations, this  

lack of support represents serious risks to 

mainframe systems that increase security and  

compliance risk. MEAS, the Mainframe Event 

Acquisition System, solves this problem in a way  

that handles mainframe data in a proactive and  

secure manner. 

WHAT IS MEAS?

MEAS (Mainframe Event Acquisition  
System) helps clients collect, in real-time,  
information pertaining to security events,  
database related events, transaction  
processing events, and more. MEAS  
technology pinpoints, filters, collects, and  
reports mainframe events, then makes the  
event data available to all major SIEM 
technologies. By combining patented  
technology with robust filtering, MEAS  
offers enterprises on the z/OS platform an  
end-to-end solution that rapidly processes 
massive amounts of events data so that 
compromises can be identified and  
contained in seconds. 



MAINFRAME SECURITY & BIG DATA  
A tremendous amount of business-critical data — 
roughly 70% — still resides on the mainframe. Tools, 
services, and platforms like cloud, mobile devices, 
and social media need access to the data residing 
on mainframes, resulting in increased security 
vulnerabilities that offer attackers easier access to 
data. In fact, attackers are starting to shift their  
cyber-criminal activities towards the specific targeting 
of mainframes. Over time, attackers have recognized 
that businesses need more data, leading to more 
applications. And the speed which departments 
need data to meet business goals makes application  
— and mainframe security — an afterthought.  

INVESTING IN MAINFRAME 
SECURITY SOLUTIONS
The increased reliance on the mainframe for critical 
systems means enterprises need a complete end-
to-end view of the threat landscape. This requires 
that enterprises investment in a few key areas: tools 
that support big data; tools that support distributed 
and new platforms; people; and system expansion. 
Investments in an end-to-end view of the threat 
landscape are critical to enterprises that rely on a 
mainframe for big data activities. More importantly, 
end-to-end threat investments help mitigate the 
security issues that come with application, device, 
and service proliferation. 
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VENDOR ISSUES AND SOLUTIONS
Customer satisfaction and revenue growth is dependent on mainframe security, management, and compliancy. 
Unfortunately, the current vendor solution landscape leads to more frustration than answers. SIEM vendors have 
knowledge of their systems, but no knowledge of the mainframe (zOS). This gap leaves customers on their own  
“figure it out” and search for resources to support them. There is a limited number of people with the skills to 
support mainframe companies. 

The ideal solution should provide enterprises with an end-to-end view of mainframe security, data, and compliance.  
This view includes insight into the monitoring and collection of specific events in real-time, correlation between 
mainframe events and the rest of the environment, and system knowledge. 

MEAS IS THE CONNECTION BETWEEN VENDORS,  
PLATFORMS, AND SOLUTIONS.



THE MEAS ADVANTAGE
 
Companies with IBM mainframe platforms  
run their most mission critical workloads 
and store their most valuable data on the 
mainframe. But enterprises are struggling  
to find and keep z/OS resources. As a z/OS  
solution, MEAS allows organizations 
implementing security information and 
event management (SIEM) to address the 
mainframe as a critical platform in the overall 
security and compliance strategy. 

MEAS processes the millions of events 
occurring across multiple platforms, giving 
enterprises the information they need to  
immediately react to all cyber threats. Unlike  
home-grown applications, which are unreliable,  
difficult to maintain, and confusing to interpret,  
MEAS is always positioned to support enterprise 
level situational awareness and decision making. 
MEAS finds the “needle in the haystack” cyber 
threat events, supporting the organizational goals 
of continuous monitoring of security controls.

MEAS MONITORING IN REAL-TIME  
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MEAS AND THE Z/OS PLATFORM 
MEAS collects, analyzes, and logs event metrics on the z/OS platform in real-time the same way you are 
monitoring your distributed system. When paired with SIEM technologies, MEAS detects any serious security 
events before attackers can cost your company time, money, and reputational damage with your customers. 
By leveraging the mainframe data that MEAS provides, packaged reports for the CCO, CSO, CRO, and CISO 
become available for increased insights into mainframe exposure and risk. 

No other product on the market gives z/OS users the ability to focus exclusively on end-to-end mainframe 
security management and compliance. 

Results of real-time monitoring leads to efficient – but 
simplified – security management and compliance 
measurement. MEAS significantly reduces the admin 
costs of meeting compliance regulations while  
decreasing the time and skills required for the 
preparation of security audits. The improved 
detection of security exposures ensures the mainframe  
environment meets the enterprise required security 
levels. 

Through the MEAS open architecture, real-time 
detection and security monitoring can be achieved 
through a variety of vendors, including Splunk, 
Symantec, Dell, McAfee, IBM, ArcSight, RSA, and 
LogRhythm. 
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deb.gannaway@dgtechllc.com 

MEAS SUCCESS STORIES  
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A Global Insurance 
Provider 

A Multi-National  
Distributor 

An Insurance Provider  
in Michigan

 
Through a worldwide deployment 
of MEAS with Splunk from CA  
Compliance Manager, the 
insurance provider could focus  
on security events. Without MEAS,  
the timeliness and accuracy of 
information reported to the SIEM  
could not be guaranteed.

 
Prior to MEAS, the distributor 
relied on a NA deployment with 
Symantec to monitor security 
events. The vendor  spent 18 
months trying to configure an 
enterprise solution that could 
collect mainframe security events. 
With MEAS, mainframe security 
event data was collected in a  
few days.

 
Through a combination of QRadar 
and MEAS, the insurance provider 
is collecting security events in real-
time, improving compliance, and 
reducing audit preparation time. 

SCHEDULE YOUR RISK-FREE 30 DAY TRIAL OF MEAS  
OR CONTACT US TO LEARN MORE


